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4. 1UALIBUAAMINYUZIINIZIAZYDULUANSANTNY
andunisdamaiinsireuiweidmiunawnuszuuaissielimenasssuuinyiaiuag
Uaaadvasaumne Ussnaume

4.1

gunsaillasfiuaiotne (Firewall) 99uau 1 40 finndnunivathniosdil

4.1.1 Jugunsal (Hardware Appliance) A DanuLUI 0¥ T Next Generation
Firewall laglang

4.1.2 1 Firewall Throughput litipenin 50 Gbps

413 fveudeudainioyis (Network Interface) wuu Gigabit Ethernet (RJ-45) 5@
10/100/1000 Base-T %39n11 Innuswluitesnii 16 vaq

414 fivaudeunaaietne (Network Interface) kuv 10 Gigabit Ethernet yuy SFP+
winani1 nusulioundt 8 ¥a wisuluauuy 10GBase-SR wiodnin Liviay
11 6 lga

a.1.5 saﬁunm%amaw%’am i (concurrent session ¥38 concurrent connection)
I@lsitfannia 15,000,000 sessions/connections wassaasumsiiausialu (new
session per second w38 new connection per second) lé i aenin 400,000

sessions/connections per second

5035V IPSec VPN throughput geamliiasnm 20 Ghps

3 Fa NN (Q)
pive %*M \V Z@

6\,’5\{ o’



4.2

4.1.7

418

4.1.9

4.1.10

4.1.11

4.1.12
4.1.13

4.1.14

4.1.15

4.1.16

4.1.17

4.1.18

41.19
4.1.20

4.1.21

4.1.22

G.1.23

mmsnL‘ﬂ’ﬁsﬁaLﬁamieia%’nuuaﬁm%%ma VPN Ineiflgismsinswauuu 3DES/AES
IPSec VPN wag SSL VPN iemauasndelumsindeninszeylnald
annsauiase SSL VPN 91nta3es Client lifoanda 1,200 users wisudvans
Tunsldau Tnssesfunsiauuaaaios Client AldssuLUfTHng Windows,
MacOS, Linux, 105 waz Android Wuatiniay
ansansaeuLazieatunsyngnguuusing ataties fiil Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, T‘_.eardrop
Attack, Land Attack, IP Fragment, ICMP Fragment 18

10150901501 MUR 1P Address way Service Port WUy Network Address
Translation (NAT) uag Port Address Translation (PAT) 16
a11190v191ulugULuUYaY Network Address Translation (NAT) w38 Routed
Firewall Wag Transparent Firewall leliupg oy

#13150vi Routing WUU Static Routing way Dynamic Routing wiia RIP uay OSPF 1a
NS Firewall Policies wasifusewIng IP Address, User, NAT, Security Profile
mald Firewall Policies Tudawieniuls

annsavihauludnuiue Virtual Domain %58 Vidual Firewall %38 Virtual System 16
ataiae 10 Virtual Domains/Firewalls/Systens

5995UN159 198U 1Y (User Authentication) fiugudayarldarglusiigunsed,
ity RADIUS, 19Ty LDAP way SSO (Single Sign On) AU Windows Active
Directory uag RADIUS Ieillussaios

aII0UIMIIRNITRUNIAINILINASEI HTTPS vida SSH Iniluatiavien
5895Un135 Sync Time Aussuu NTP Server 1@

annsafiukazdesneasd sauasnsivaeunisldenu (Losging/Ménitoring)
Tuguuuy Syslog 1ot

anunsnldnunuunsgu IPve

S995UNSNIIULUL High availability Manuy Active-Standby wag Active-Active
w38 Clustering

31 Power Supply wuu Redundant 10gyinamuwuy Hot Plug 138 Hot Swap 37174
Lidpunin 2 wine

qunsaiiauasaadundninsiiogly Leaders Quadrant 493 Gartner Magic
Quadrant for Network Firewalls U 2022 v3elaan

ansofnsslug Rack snsg 19 1 18

gunsaidaanunarasaadunisyngn (IPS) wiansvuuniaguninidmivuinsdanis
U 1 Yn Snmanuare 1 nlaunsil

4.2.1

o2 ¢ i o o g i) e
wWuaunia (Hardware Appliance) waanmmmwaﬂaanuﬂ'vmm;nmalmafmz;
{Intrusion Prevention System) lagtanwie wazly i udnunsg Unified Threat
Management (UTM) /

.4



4.2.2
4.2.3

4.2.4

425

4.2.6

4.2.7

4.2.8

4.2.9

4.2.10

4.2.11
4212

4.2.13
4.2.14

4.2.15
4.2.16

4217

anunsavihaulaluluug Passive wag In-line winfindd
Eﬂmmmw'{fuﬁmiuﬂi‘nuazﬂmfi’um%'a**u'm'lﬁaﬁ'uﬁaaﬁaﬁy Signature
matching, Protocol/Packet Anomalies, Statistical anomalies %39 Application
anomalies, Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port
Scanhing Spyware, Packet Analysis, DoS, DDoS
mm‘mmmulmamwaa 5 Segments lu IPS mode
mmmammamamm 10Gigabit Ethernet wuu 10GBase-SR 30N lmuaam'n 4
Y09 wazddandoudainievrsuuy 10/100/1000 Base-T %30 Gigabit Ftheret
(RJ-45) w3AnI1 lihiounin 8 4aq
flpaiousaindorsdmivuimsianisaunseiuuy 10/100/1000 Base-T wie
anin livdeendn 1 9es ¢
fimnuslunsnsradu (Throughput) Livieeni 5 Gbps
5945°U Concurrent Session #58 Concurent Connection 1 Ly Waenin
12,000,000 sessions/connections LLaﬁm%’Uﬂ’i‘iﬁdﬁhl&‘ﬁ’@gﬂlﬁlﬂﬁ%n’h 400,000
sessions/connections Aa Y
iegunsaiifatymansnsovianildetaseios Bypass Traffic) Tnedeadayain
In-Line Mode anunsniudsdayalaniuuni
s93un3vh SSL Inspection wia SSL Decryption Iiariduasateen Taesassu
Throughput #1113y SSL Traffic (2k key) geaessilivesnin 3.5 Gbps
anansaviniieg 1P wandaenludalayian (Blacklist) lishonuieg
a1115095193ufBANAY (Threat Intelligence) Ingannsatndngutayauuy
sovlavdmiuninmaiu visdeusiatussiunandiiieamilvangiudayain
fnsslugunsaidmdumsnsredunuuesulat uasiassesfunansiaduisuuineg
ﬁ’ﬁﬁr Botnet, Command & Control (C&C), Web reputation %39 Malicious URL
uay IP reputation Wusthaifos Tavamnsaaegunseiiiuduitaliansovils
AWNIAUIMTIANITRUNTAIHININTEIU HTTPS w3 SSH 1aluatinatiay
grunsaivuazdasioavid sauazas19daunsidau Loggmg/!\ﬂomtormg)
Tuguuuy Syslog la
mmm‘lxﬁmumummgwu IPv6 16
31 Power Supply Uy Redundant laevianuuy Hot Plug %38 Hot Swap 3117
liitlosndn 2 wihe
fssuuviegunsnidmsuuivisdnns S | ge Snudnuuvadalaudl
1) wWusruu (Soft Appliance w38 Virtual Appliance) w%’aqﬂmzﬁ (Hardware
Appliance) ﬁanmﬁnu%mﬁmmi'quni@iﬁmﬁmasmmi’umiunqnﬁ'gﬁu@
Tavazrasliluguniniivioniuivguniailasiusasssatunisyngn
2)  awnsausmsdanisgunsaidesiunazansiumsyninitiaus 1 amin
gunsel, alususesgunsnivienaniuviasgunsal, swinsagunsa] wavau
aunsel lalluagaiae



4.3

42.18

3 @ANINAIMUAAINSIE BUN19D A wasnmuaAUTEINUNAnnsLieu
(Alarm Log Type) waganaiguusa (Severtty) Ifiuedsiion

4 ses5unm it deyavaalnyainsyuu Vulnerability Assessment %39
Vulnerability Management teviuleusamdasadiels

5 awsadiudeyadoundslalidesndn 100 &muvanised

6)  5835UN15 Sync Time Ausguu NTP Server 1a

aunsafnsdlug Rack 1nnsgiu 19 i I

musmeﬂﬂ';muumﬂaarsmaj&i'lmumﬂm'\uaumasmﬁ (Web Security) mmu 1 g0
mmanwmuomauaamu

4.3.1

Wuszuy Web Security WUU Hardware Applance fifin1seanuuuiawizdmiy
vy Web Proxy fatiueguluslanoamsteasuuy HTTP/HTTPS, FTP, FTP
over HTTP wag SOCK

4.3.2  fiwdhgUssanananany (CPU) wuu 12 unuwan (12-core) niafniy ¢
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hitiesnin 4 Wiy warseasumsyinauuuy RAID 1 v RAID 10 1o

435 fvoudousaszuuiniatis (Network Interface) Wuu Gigabit Ethernet (RJ-45)
%39 10/100/1000 ¥3adni Snnubitosniné wa

4.3.6 i Power supply uu Redundant laeyinaumuy Hot Plug w3e Hot Swap 31
ladounin 2 wiy

037 fidvdnigndesmngmnedsseaiugldimaiminneluesdnssuauliesnda
1,200 User Licenses

438  sedfunisvanadiu Web Proxy aldanldne Pud way 1Pve

439  sedumsvhauseluiiiuednaten
1) Forward Mode %38 Explicit Mode
2) Transparent Mode Inglrausimiu La Switch w38 WCCP Device

4.3.10 HsxuumITauuangu Web sites 18w Category 61149 lasamasardoyasin
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4311 fiszuunsdnuuIngy Web sites sanu Category 6199
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punsefluvnsdy

4.3.18 @wnsaugnsdayaniabAvasuinimnisisenliinu Website uaz Website fign
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Hawenenufiasainioasiiietanemna (Botnet Detection)

4321 @131505945UN"5 Authenticate iU LDAP, Active Directory lang 5943y
Authentication Wuu NTLMSSP, Kerberos 1a

4.3.22 5845uns Sync Time fusguu NTP Server 1a

4.3.23 fszuunsas SNMP uay Sysloe T8 3rd Pary Solution Liiasesunisvhaumes
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4.4.1  fdnwasnsihaubidesndn Layer 3 993 OSI Model
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443 ideunieusainiatie (Network Interface) wiu 10/100/1000 Base-T #3afini
Snuliitesnin 24 4o wazannsoemdinuuy Power over Ethernet (Pok)
ANNATEIY IEEE 802.3af 3w IEEE 802.3at Isugeanlsiianndn 720w
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445  fdyeliiananzraimainuteadeuissruuinietnenndes

4.4.6  5995U MAC Addresses lalsitaunin 32,000 MAC Addresses

4.4.7  @unInvinIunIuNNIs1Y IEEE 802.1D, IEEE 802.1w, IEEE 802.1s, IEEE 802.1p,
IEEE 802.1Q uae IEEE 802.3ad

4.4.8 @nnsevi IP routing protocol 1A Static Route, RIPv2, OSPF wag Policy based
Routing lalusdaloy

449 annsadaivdeyaadfnislduaiediuniuuinsgii Netflow 3o sFlow u3s
jFlow 1

4.4.10 amnsairlluinswazdanisgunsainag (L, Telnet, SSH, Web Ul w38 Web
Browser, NTP, Layer 2 Traceroute waz SNMPv3 1a

4.4.11 5995UM5 Sync Time AuIEUU NTP Server I

4.4.12 awnsadedeya Log File Tuguiuu Syslog Inlusthnles

4.4.13 unsavhan Automation TanfusevidLIFuaRAIUY NETCONF via YANG
wag Python liliuegales
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451 Hdnwaensvielidveandn Layer 2 1839 OS5l Model

4.5.2 11 Switching Capacity %3 @ Switching Bandwidth TWdeunaa 100 Gbps wazil
Forwarding rate 38 Throughput Litiaend175 Mpps
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456 5895 Mac Address laliitiaanin 16,000 Mac Addresses

4.5.7  annsnvi VLAN laldvdasnin 1000 VLANS

458 mmsaﬁwmmummg'm IEEE 802.1D, IEEE 802.1s, IEEE 802.1w, IEEE 802.1p,
IEEE 802.1Q way IEEE 802.3ad Iailusgatiay

4.5.9 @iun3a91 IP routing protocol La'wn’ Static Route, RIPv2 Wag Policy based
Routing Wuatinaios

4.5.10 a131150911 Access Control List (ACL), Port Security, DHCP Protection w":i‘a DHCP
Snooping Way Dynamic ARP Protection #3a Dynamic ARP Inspection wia ARP
protection lgi "

4.5.11 @nnsouimsdanisaunsaiimuvialusuniy Web Browser 1o
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a6 gunsalaruausyuuAsateliany (Wireless Controller) $1uau 1 4 dnnidnuns
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a.6.1 uguninl (Hardware Appliance) ¥38uuy Server-based Foanuuundmiuly
AruAugUNsal Wireless Access Point Inatame lnghildgunsaiuuy UTM %39
qﬂﬂifﬂ Firewall _

462 Hepudaunainiotiewuy 10 Gigabit Ethernet WUy SFP+ agnatias 4 1o niay
lugauuy 10GBase-SR Fwanlivdesnit 2 luga

463  annsnmuan Access Point lalsitfasndn 200 138 wazsesfumsvdisldsn
laifasndn 500 windluaunanlagliisasdiin hardware 1o (19U RAM %38 CPU)

4.6.6  @13150vaula auinIgau IEEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE
802.11d, WMM/802.11e, IEEE 802.11h, IEEE 802.11n, IEEE 802.11k, IEEE 802.11r,
IEEE 802.11u, IEEE 802.11w, IEEE 802.11ac way IEEE 802.11ax

4.65 fena@ansevia VLAN leinnsisnnsgu IEEE 802.1Q VLAN tagging

4.6.6 dAnuamnant AVC (Application Visibility and Control) Lﬁamnﬂnmﬂ*ﬁ'mu
94 Client 1

4.6.7 awuﬁm'ﬁ'amaﬁ’u Access Point 18 #13 Control and Provisioning of Wireless
Access Points Protocol (CAPWAP) smuguuuy DTLS

4.68 I3rUUSNWIANNLAAALAIUNIATEIU Wired Equivalent Privacy (WEP), Wi-Fi
Protected Access (WPA), Wi-Fi Protected Access 2 {(WPA2), Wi-Fi Protected
Access 3 (WPA3) way HMAC: Keyed Hashing for Message Authentication

469  #WNINYINMSATIVABULIURBINNNTT I IEEE 802.1x I
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Hszuvdmsuuimsdanis Iﬂaﬁﬂmé’nwmgamaﬂaﬂﬁaﬁ

1) usyuu Soft Appliance %38 Virtual Appliance fanunsnuinsdanas
gunsalmuAuIz S aTeliae (Wireless Controller) wazgunininizing
deyeyranniovieliane (Wireless Access Point) Aauoldt

2) i Dashboard dwiunsiaaau (Monitor) Network Health lsifiuagnstioy

3)  @unsoudad Network Topology Wwag Wireless Map 1

4) 5935V SNMP v2c uaz v3 la

annsofnsdlug Rack snasgmu 19 il

gunindnsyanedygyraaiedneliae (Wireless Access Point) 317U 180 A usiay
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4.7.1

4.7.2
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a4.7.4
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4.7.6
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4.7.8
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4.7.10

4.7.11

4.7.12
a.7.13
a4.7.14

Wugunsal Access Point famnsavhansanfugunsainuausruuaiedisliane
(Wireless Controller) fitaualuds 4.6 16

annsaiudsteyariguaud 2.4 GHz war 5 GHz Iiwdaudy uavdasamnsn
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gunsnigaafiiaeniauuunielu dwiummid 24 GHz it Gain lihfeendn 3 dei
waga i 5 GHz §f Gain laifesndn 4 dBi

ANNINYIINIURINNIRSZ IEEE 802.11a/b/g, IEEE 802.11n, IEEE 802.11ac Uay
IEEE 802.11ax lat

annsodudygavndilidesnin 6 Yesdyyn wazdsdygnaoanbitieend
4 desdnynas (x4 MIMO) wazaniNSOVIULLY Multiuser MIMO (MU-MIMO) 1o
\Wuethation

a131150%0 Maximal ratio combining (MRC) d

amsov Uplink/downlink OFDMA, TWT, 855 coloring llusthatiay,
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ﬁ’\m‘mvﬁ'ﬁﬁ'ﬁm’mumigﬂu Wi-Fi Protected Access (WPA), Wi-Fi Protected
Access 2 (WPA2) wag Wi-Fi Protected Access 3 (WPA3) dilluadhavias
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swnibitoondn | 93 fa13n905295U Power over Ethernet (Pof) IEEE 802.3af
w3a IEEE 802.3at
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gunsalselnliiugunsainszanedypranededngling (Power Injector) §1u9u 48 40
wiazyalinndnvuzedaioudisil

a48.1

4.8.2

annsaldausiuivgunsainssedyagruliang (Wireless Access Point) fildus
Tute 4.7 1%

Power Injector 589¥uaMsgI IEEE 802.3at vioAnD

gunsnlmuqunsidBunieodtsnauiines (Network Access Control) $1u2u 1 4A
figaudnunrat iyl
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a3150%11 Authentication, Authorization wag Accounting ‘uﬂd&gﬁ%ﬁ@ﬂ&iﬂl‘ﬁ’&’m
TPUULATEUNY MIRTEIu RADIUS Talustnisy .
#1599 5IVABUAIGUAIY PAP, MS-CHAP v2 EAP-TLS, PEAP uag EAP-FAST o
Wustntios

fidvAns nsnsreanugunsalilidund e slusruuiadededae RADIUS,
Authentication, Authorization, Accounting, IEEE 802.1X, MAC Authe‘htication
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Iun Microsoft Active Directory, Lightweight Directory Access Protocol (LDAP),
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s Web Browser a1 -
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4.10.4
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1) Wudensasauudiindss 4 gany AamdusArssia UTP CATS Wienuan
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